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ABSTRACT

If, on the one hand, the concern with data protection represents an advance in Brazil,
on the other hand, it is considered that the ignorance of technology, as well as, the
infrastructure resources still limited in Brazil are presented as a major obstacle in this
relationship, and tends to create a line of judicialization that can and should be
discussed. Thus, this study has as a guide question: What are the main challenges in
Brazil in the implementation of a Data Protection Law? Its main objective was to bring
subsidies for reflection in order to serve as a basis for deeper and more interdisciplinary
discussions on the subject. Seeking then, to bring a brief overview of the obstacles that
are still being little discussed.
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INTRODUCTION

The LGPD is a general law aimed at establishing guiding principles and concepts with
regard to the safe use of data (BIONI; DAYS, 2020). It seeks to preserve the balance
between the need to effectively protect the rights of the holders of such data, and at
the same time allows the processing of personal and sensitive data for specific
purposes, including scientific research (DIVINO; LIMA, 2020). The General Data
Protection Law, Law No. 13,709/2018, established, for the first time in the Brazilian

legal system, a set of rules composed of rules and principles related to the regulation
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of the processing of personal data in all daily activities of the citizen, including the most
diverse sectors (MIRAGEM, 2019). The impact of this reconfiguration on the legal
system is equivalent to that of the social contract itself, because people are currently

judged and evaluated based on what their personal data reveals.

Several situations of human life are filtered by the processing of their data, especially
in the contemporary context where virtually all human relations are being carried out
over the Internet, whether in the process of acquiring products, or in the professional
practice, or in the process of education, search for knowledge, or, to meet legal
obligations, such as income tax returns, Transit service etc. Life is constantly passing,
happening at a speed never before seen, taking and bringing countless data by billiards
of digital tools. Thus, the central question of this study was the search to understand:
What are the main challenges in Brazil in the implementation of a Data Protection Law?
For this, a brief explanation was made on this theme, seeking to make reflective

surveys that allow the real effectiveness of this law.

REFLECTIONS ON LGPD AND LIMITING FACTORS OF BRAZIL

The General Law for the Protection of Personal Data provides for the strategies
necessary for the protection of such data. Amended Law No. 12,965 of April 23, 2014,
entitled "Marco Civil da Internet" (MENDES; DONEDA, 2018). It fills the gap left by the
legislator in relation to the content of Art. 3rd, Ill, of this diploma. Therefore, the LGPD
has undergone several vetoes and some modifications by the Presidency. The first
article deals with the scope of the LGPD: how it will deal with personal data, including
in the digital field (digital media), whether these acts are committed by a legal entity
under public or private law or by a natural person (LAW, 2020). The objective is the
protection of the fundamental rights of freedom, privacy and the free development of
the personality of the natural person. Thus, the device discusses, throughout its
articles, about what configures the domain of privacy and how personal data should
be protected, especially in the digital space (CARVALHO, 2018).

The fundamental right to freedom shares a leading role in the right to privacy. The
legislator, without fear of sounding redundant, leaves expressed, as well as protected,
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the freedom to develop the personality of the natural person, and thus builds a diploma
capable of covering the different aspects of privacy and the values related to it, taking
into account the complexity of the situation in which personal data are inserted
(CARVALHO, 2018).

O Art. 2nd lists the fundamentals about the discipline of the protection of personal data,
being: 1) respect for privacy; IlI) informative self-determination; 1) freedom of
expression, information, communication and opinion; V) inviolability of intimacy, honor
and image; V) economic, technological and innovation development; VI) free initiative,
competition and consumer protection; and VII) human rights and development of

personality, dignity and exercise of citizenship (CARVALHO, 2018).

These foundations are in accordance with the ideas presented and defended by the
scholars of the theme in the country, and thus, general delineations, beacons and limits
for this exercise are established (RONCOLATO, 2018). We must bear in the right care
of the complexity of contextualising privacy in the context of the protection of personal
data. At the same time, respect for privacy, human rights, freedom and values related
to the dignity of the human person with regard to the dignity of the human person in
the process of regulating the processing of personal data is sought, and also aims at
economic, technological development, innovation, free initiative and free competition
(SILVA, 2017). The protection of personal data tries, at the same time, to protect the
privacy of the subjects of law and seeks to achieve the construction of a scenario that
does not cast, gag or interrupt the economic, technological and interests of those
involved (CARVALHO, 2018).

Therefore, in this area, the various situations, paradigms and processes experienced
in network society are encompassed. Some of these possibilities can be listd, such as
the voluntary overexposure of certain subjects on virtual social networks; the opening
of a significant portion of privacy and freedom of expression (which puts these subjects
in an exposure situation); among other processes. It is also noteworthy that some
people make the exhibition on social networks such as Facebook, Instagram and
YouTube, a way of life, and thus, voluntarily, the content of their shadow protected by

privacy is mitigated (CARVALHO, 2018). O Art. 3rd, in turn, refers to what was once
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foreseen by Art. 11 of the Marco Civil da Internet, and thus it is established that the
approved law will be applied to any treatment operation carried out by the natural
person or by the legal entity of public or private law (MENDES; DONEDA, 2018).

This application is independent of the environment, the country of its head or the
country where the data are located, that is, the conditions that led to this situation are
observed. O Art. 4°, therefore, deals with situations of exception to the application of
the possible General Law on the Protection of Personal Data, as is the case of the
hypotheses of processing by natural person for exclusively private and non-economic
purposes, those for journalistic, artistic or academic purposes, processing of data for
exclusive purposes of public security, national defense, state security or investigative
and prosecution activities for criminal offences, among other similar situations (LAW,
2020). The second paragraph of the provision deserves special attention because,
expressly, it prohibits the processing of data by a person under private law, for the
purposes of public security, national defense, state security or investigation and

prosecution activities of criminal offenses (CARVALHO, 2018).

There is once again a certain caution on the part of the legislator with regard to the
protection of the privacy, freedom and dignity of the subjects of law. O Art. 5, in turn, it
deals with the names used by the LGPD: it defines what would be a personal data,
which is identified as information related to the natural or identifiable person, as well
as establishing what would be the "sensitive data" and the "anonymized data" (SILVA,
2017). The specification of sensitive data is of paramount importance to understanding
privacy protection. This data is related to the issues that predict that, in a possible
violation of privacy, harmful consequences may occur (CARVALHO, 2018). Greater
protection is given to these data intrinsically related to freedom, dignity and the free
development of personality, and thus greater strength is given to the protection of
privacy and values linked to it (MENDES; DONEDA, 2018).

Personal data characterized as sensitive as a kind of personal gender are conceived,
and thus scholars draw attention to the need for greater care with the protection of
these data (FRAZAO; OLIVE; ABILIO, 2019). Anonymization, despite its criticism, is a

necessary tool in some situations, because, if not prevent, it can at least curb and
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hinder any violations of privacy. Therefore, it is necessary to de-identify the data,
assigning codenames, codes or other distinctive elements related to data subjects, and
also, it is necessary to process as a protective layer, a stage of difficulty imposed on
eventual and potential violations, thus creating a kind of "lock at the gate". In this
process, resorting to the use of encryption and other technologies capable of

promoting and ensuring privacy is of paramount importance (SILVA, 2017).

However, here, there is a duality in the very concept of privacy, since in order to have
such a right towards technological privacy servers, websites and other systems must
be able to support such privacy, either in the sense of infrastructure and in the
maintenance of digital data security. O Art. 6° provides guidelines for the processing
of personal data, and thus stipulates the principles to be observed in this activity.
Among them, we highlight the principle of good faith and the principles of purpose
(carrying out the treatment for specific legitimate purposes, explicit and informed to the
holder, without the possibility of further treatment in a manner incompatible with these
purposes), adequacy (compatibility of the treatment with the purposes informed to the
holder, according to the context of the treatment), the need (limitation of the treatment
to the minimum necessary for the accomplishment of its purposes, covering the
relevant, proportionate and non-excessive data in relation to the purposes of data
processing) and free access (this is about the guarantee to holders of the facilitated
and free consultation on the length of processing, as well as focusing on the
completeness of their personal data) (CARVALHO, 2018).

Other principles are also at stake: data quality (it is guaranteed, to the holders,
accuracy, clarity, relevance and updating of the data, according to the need and for the
fulfillment of the purpose of its processing); transparency (information is provided in a
clear, precise and easily accessible way with regard to the performance of the
treatment and its treatment agents, in view of trade and industrial secrets); (technical
and administrative measures are taken to protect personal data for unauthorized
access and accidental or unlawful situations related to destruction, loss, alteration,
communication or dissemination); prevention (measures are taken to prevent the

occurrence of harm due to the processing of personal data); non-discrimination

83
RC: 141218
Available in: https://www.nucleodoconhecimento.com.br/law/general-data



https://www.nucleodoconhecimento.com.br/
https://www.nucleodoconhecimento.com.br/law/general-data
https://www.nucleodoconhecimento.com.br

MULTIDISCIPLINARY SCIENTIFIC JOURNAL  REVISTA CIENTIFICA MULTIDISCIPLINAR NUCLEO DO

0 ) NUCLEO [D() CONHECIMENTO ISSN: 2448-0959

https://www.nucleodoconhecimento.com.br

(impossibility of processing for discriminatory and unlawful purposes); accountability
and accountability (CARVALHO, 2018).

In the latter axis, the agent is expected to comply with measures that are effective and
capable of proving compliance with and compliance with the rules of protection of
personal data, including ensuring the effectiveness of such measures (CARVALHO,
2018). In Art. 7, in turn, the LGPD presents a list of hypotheses, and thus deals with
the multiple situations aimed at the treatment of such data. Throughout the items, the
need for consent by the holder is expressed, and thus, the prominence of the right to
informational self-determination in the context of the processing of personal data is
expressed, as well as that the processing can be carried out for the fulfillment of a legal
or regulatory obligation by the controller (CARVALHO, 2018). It also deals with the
possibilities of processing by the public administration and the research bodies of such

data, ensuring, whenever possible, the anonymization of personal data.

FINAL CONSIDERATIONS

This article sought a reflection on some parameters that should be considered for the
understanding, application and effectiveness of the General Data Protection Law. It
also drew attention that, in order for this right to be possible and preserved, it is
necessary to rethink a question of infrastructure and performance of professionals who

can establish criteria so that, especially in the digital context, security can occur.

It is believed that although the law is considered an advance in the legal context,
discussions should still prevail, especially in understanding the flow of information and
data in the digital context, providing an exchange between legal knowledge and
knowledge in information technology, so that this right is effective.
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